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o ABSTRACT O

Keeping big data safe is one of the most important challenges, especially after the
large and rapid increase in the volume of data, as this increase leads to many problems in
terms of security and privacy. The constant changes and great diversity of data have made
the process of detecting and analyzing abnormal behaviors within the data and analyze it in
a secure way using traditional data analysis techniques difficult and complex. Machine
learning techniques came to help analyze the huge amount of data and help discover
breaches within the system. In this research, neural networks technology was relied on to
design a classifier capable of detecting security breaches in big data and determining the
type of these breaches. The research discusses the optimal choice of the proposed network
architecture in terms of determining the optimal number of hidden layers and the optimal
number of neurons in them, by evaluating the values of the average error squared produced
after each training process for the neural network. In addition, the huge database was
subjected to a preliminary processing process, and the results achieved in the Matlab
environment showed the performance Best for the proposed classifier based on the neural
network model.

Key Words : Security breaches, big data, neural networks, preprocessing, attribute
reduction, accuracy matrix
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HP RGN
Al Aiguand) Aspll) Ay JLASY uladl) iliiz(5) Jgsa
Ll ladal) s 4 Aiga S 8 Glisuanll 2ae Uaje 8 Lasd) Jalas Uaje 8 Uasl) Jalas

il okasy)

Lia 3aal Ak n1=100 0.0067 0.0110
n1=500 0.0026 0.0019
n1=1000 0.0014 0.0015
Ofda il n1=100, n2=100 0.0045 0.0037
n1=100, n2=500 0.0019 0.0026
n1=500, n2=500 0.0018 0.0016
n1=100, n2=1000 0.0008466 0.0010
n1=500, n2=1000 0.0005356 0.0005

Aa Glik G n1=100, n2=100,n3=100 0.0009675 0.000851

n1=100, n2=500,n3=500 0.0008987 0.000817

n1=100, n2=100,n3=500 0.0006766 0.000494

n1=100, n2=100,n3=1000 0.0004378 0.000484

n1=100, n2=500,n3=1000 0.0003023 0.000482

Laai)lsd] Jiaall ol 46 aladinly 4 guaal) ASAH Copal Glasy )l 2o HLEbs Gawle e 2y
Canl 8 5)baall A puanl) A0 3000 o aa el i) aladll Jare Jales <l Uadll agyill jlassy)
G ome s LS LYl il Aaje & Uadll doled J8) ol el il 58l gylisndl 4881l
A AuS el Jull (5) Jsaad)
¢ e 30 Juai¥l Jay palall laad) g el o 43580 1 J2a diae
Akl Gligrac de W Gouac100 A6V 48al) ikl clignac 2edgd Glih Do
A dgal) Akl b osuac 1000 5 500 5o dgB 2l
saaly Gsman Ay Jual) Jand Capalll da z)all didae
Gaiad J sasan led Gliguanl) dae 3alys 4aaal)l clidhal) sae 33l Jhain¥) o) ¢ (5) Jsaad) G
Gine DY) plad) o) Jlie) & AAGAD 3ty aaa 0o a 4T (adl) aupe Jangidd dpaal dad
Adlel) Lguanl) ASED IS (2) IS G i) (B 3l Aguanll AN Juadl) iGN L)
Ll deai)
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Hidden Layer 1 Hidden Layer 2 Hidden Layer 3 Qutput Layer
PEW IEE W IS
RERCIR

100 500 1000 1

8,lidal) Auilgll Axigaaanl) ASud) Aiy(4) Joid)

hiaall ¢1a] apdi 5-3-4
Blee shal & cdindl 138 Gava bl GiiadS 4l Juagll & il Al gl slaely
3 ae b LS ) cilSy ¢ o 1,100,623 5513 s 48D 50 libll 5228 e Canal
ok e Al i)l
Cilia) asan Jal ¢ Ao tiall AGuil) 48y il 1(6) Jsaa

Normal U2R R2L Probe Dos

98.5% 90.30% 92.80% 96.37% 98.54% gl

Bua il Cujelal 3S iy 3aclE Ul ey dajilall disuanl) AN o aai Bld) Jsaal)
s s Byea Uad Y aray 4821 s (e

paa eadind Alle Gladl A Lali) 5 gpal Al ae el Ciadl mln Llhe (e
Al jLad) a3 M Lddhae cilwlsi e slae¥l oSV KDD99 (e %10 @bl dcgane
acld Jal cpe ARl Clghidl) Guil Bale) aedasiiionad) cililul) Sac (e Jaid %10 o dguanl)
LA el

Gl Al L] Ayl axiind @A) i) Cataall (Al s3a (7)Jsandl o
Caially Gagagll Calia) (RIS OV are G (e Al luly sae b dediisall LElg 4 guaal)

. ﬁki\
Ald) cluhal) b clitaa) 48 il g el Chiaal) 45)8a:(7) Jsta

asaa JS Cadf dds Ay Caiad) Al P

Normal U2R R2L Probe Dos
98.42% 74.13% 47.41% 93.54% 97.53% Binary bat 2016 1
60% 57.89% 59.4% 81.62% 98.67% SVM2017 2
70.68% 60.33% 70.55% 88.45% 98.88% Parallel SVM2017 3
99.78% 89.15% 94.83% 98.54% 99.95% NN 2021 7 sisall 3 gaill 4

Gl sl o claagd) CASS 8y (ppay a6 &) Ciiadl of ax ) Jsaall e
5 JsY) Ciadl e 4ladl probe ajagll dal e %5 laiers DOS asagll dal (e Ly%3 laiag
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R2L asagdl dal 0o 382 Caiadll cpun LS ey B cpitad) pe &laadly %19 10 (e i
Caunall dal e %20 s Aty DN Cliiadl ae 4l %40 Go ST ) doal Gty S IS
W %2 Jsa et Aty J3¥) Ciaall g d3)laally dglite 4 ulS dgegdal) Dl Lol W U2R
Aggnan) A0a0 Ay 5 S o Jy 1 by %40 ) cliay A getall s 33)EAG - il
- Glangll (o€ Ll b Aariinug)

cabae Aokl E 5 o) Al oy (7)dsadl 8 Al A5Edlngana g ki (5)JS)
KDD-99 (1« %10 byl de gane (puit Craddind Sy il & 48 el

120 98.67
98.42 99.78 97.53 98.54
: 94.83
100 9354 g4 89.15
1.6
80 70.6 70.5 74.13 6033
..i]l 60 59.4 7.89
= 60 47.41
? 40
20
0
Normal Dos Probe R2L u2L

iluaY) .
m Binary bat 2016 ® SVM2017 M parallel SVM2017 B NN2021 ¢ sall 3 saill

Aglad) el cliieasy 7 sial) cilaal) Jal (e chdSl) A8y il gudagy by kibda 1(5) JLad)

Gluagilly claliiay) -5
5l L) Bl Gt e M Lipiaall GG Lo alie YL Cias pecst Gandl 138
1aas Al L)y PIA e clead ) ia) Cads

e Al SN A Gia e Aai Juadl dagal) dgguael) Al el .
Jaee Jl Baulial) dspanll 35l Ay LEAY Gyl sae eha) I @ld gy oAV Cliicad)
s

. Caal)y Cadl 48y calilll A0 Y1 dadladl clsha Cuiva .

Glengl) e Copmill PIA (e asngll Gaall gl aaaty Culi dagiall 40 .
L )l gail) aaat e caadie) Sl ALl Clitasl) go 2laally Lyl Cilangll Caad dn i) el
casnell el g0

VGV PP

Jomnll Coagy 3803 5 468 clidall saey Agal) Cliguaal) die 30l & Cumy Aadiiiall 421 4y sk
Aladinl 5 (Ayisuanll GGy AT Cuiat Glie)yla alaiiuly Ciiad) s gy of oS WS A Juadl Jle
oIS A8 Balyyy il (go) Jali 3 anlud A05Y) Aalleall Aa e 8 il Clae) )l
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