Yorr ()¥)amd (V) dlaal) dptigh ashal) Alades _ Asalad) ciluflly Gigaill Gughls dasls Alas

Tartous University Journal for Research and Scientific Studies - engineering Sciences Series Vol. (7) No. (12) 2023

o JLiaY¥) cliles Cass CNN 48Ul dyiguas ASul praal
Glaiy) A8y axdid A Adlall cBlaleal

ST T

(2023 [12/4 53 )5 — 2023 [10/25 &)y )

] UAAJA |

Jent! Aadiiall L) 8 S Y ol jeadd) 8 Lol Tkt Ll cilesdll s
A8 Y oGl 138 3 Dl ) (e Banly Aladl) lilad) s I dalaill Gllee i
Aplaill bl g cop) e ehdlly adall dasyey g Aans

Jlaa¥) iy« ) Jlia¥) Eisfon b saluyy Anlady) Slilad) aladin) o)) Jagyy celly aas
Aegyie s diglh ye Gl daeall Clily Plia) 5 L) dilay Claslea o Jgeanll b

Slo Bl leasdll edies Llal¥) il @IS st daliiall spllll o2 dailKdl
el S 2y Al Gldenll B el ol (BaiaTs edlaad) dleal el olSH Linglgis
(Jia¥) aiag LS| b g8 8l

el oyl clita Je JuiaY) cai€ e 5l s alay e Jeal)l I Eandll 138 Cargy
et aiall SSH Cilia)jlsd (e Aegene T o eV dadipe Gl A pe A€es 48
adloay) clileal)

Aozl 53 Adaally AdlsaY) Gllead) o uall e i Buee alad zisel Gl ask
e Lagial pda adiel My laty) Glila

clill] daaeal) dalledl) v
lalY) dbguanl) A<0AN e alae YU clileal) Cavieas
sl eal anis
AT aia oIS Cilia e plasinly Canaill ol
) s Al (9AY) Glia)lsal) e Juail 383 28LEN) duisuasl) AN ke

D N NI NN

AP

el alaill (JlinY) cililee ¢ GLaRY) calilay AEUENY) A granll SN aiall (S 1 dalidal) cilalsl)

Lypmm et st dnsla Y LaiVly lobaal) Lnglyi€s Ausin 2SN L) LinglyiSs aud 5 yiale?

v




Yovy (\ *)a.ud\ (V) Aaal) duwaigh) aglad) Adda _ dsalal) ciluyally Eiganll ughyda daals dlaa
Tartous University Journal for Research and Scientific Studies - engineering Sciences Series Vol. (7) No. (12) 2023

Designing a CNN for detecting frude in credit card

transactions
Noura kways*

(Received 25/10/2023.Accepted 4/12/2023)

oABSTRACT o

Financial services are experiencing rapid advancements in the modern era, with

advanced technologies being adopted to facilitate and enhance financial transactions.

Credit cards are one of the key tools in this context, providing an easy and convenient
means of payment and purchase both online and in retail stores.

However, the increased usage of credit cards is accompanied by a rise in financial
fraud incidents. Fraud involves obtaining credit card information or illegally exploiting
customer data.

To combat this growing phenomenon, credit card companies and financial service

providers rely on artificial intelligence (Al) technology to protect customers and achieve

higher security in financial transactions. Al is a powerful tool in fraud detection and
prevention

The aim of this research is to develop a technique capable of detecting credit card
fraud with the highest possible accuracy and a high safety ratio by relying on training a set
of artificial intelligence algorithms to classify fraudulent transactions.

The research presents a deep learning model capable of distinguishing between
fraudulent and real transactions performed using credit cards. This methodology relied on:

v Preprocessing of data.

v Classifying transactions using a convolutional neural network.

v Evaluating the model's performance.

v Using other artificial intelligence algorithms for classification.

v The convolutional neural network gave better accuracy than the other

algorithms with which it was compared
Keywords: Artificial intelligence, Convolutional neural networks, Credit cards, Fraudulent
activities, Deep learning.
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Ol ighaall 8 Lguadll llaugiall o aladsuls (leamning rate) alaill Jaes Jias .0

el Janag oiiludl Gighdll (8 dguaall Glaugiall ahaiinl (weights) cdlalad) af duass 1
Al s5hall b Jaxal

o Laglaall pyl) clyeall dae o) canpaill e elgmiV) dagyd 3aaT a1 Y e clghadll )< LY
(estbal 8l (55na 3t

& il Bagng )Tl dejug alail) Jare (et ) (93555 (A 8y50 IS (A Clshadll ol Min
Bya Yo Baal zigaill cuyui 39 Binary Crossentropy sjlua dlly as duclibial) duuaall Gl

el i Uiy (pann padieal) Gaeal) alell 735 Gadla (A) IS ek

- RelU Jonis s i Y#Y sl e Y lasind e JLail) ALlS £lal) disda & A5V dndalle

29 Batch normalization du& aladiul &5 JuaV) AllS dide ddlil) dada & 4l dablle
il e ) b i Gy A0 Sl e Yo dguaal) A<l ik c sgha) f qaall Gl
oo eleY) abaill i ana dlasiudy cupaill wopus o Jery 4 Cum ALISH UL degene (o Yy Bshaa
Dlkay (ayud L ae R Junits 1l g Y*Y dlaly miine T pe canpaill iy dae Qlasg gl alall Jany
Als Sigon Holad Ciagy L) Glahall & Gliguanll (an dlaginl ga Cpuiil) diad aladiul (0 Caagll) .Y
( over—fitting

- Relu ot alig mlipe 1€ ae 2.0 5o f pud Juajd sladiul & Fattening):) 4os.all 42l

Sl ey (31 Sigmoid Jaeis auls ae Juat¥) ALIS diguanl) 30 7)aY) dida 15,881 dilalle
Sl Ay Canlisg [) ¢0] 3lai e

a oJuiny) Al Al 3 4 chardlim ol e Yay SigMOoid als aladiud &5 43 Alasdle cany
o Allas Hes Gl ((legitimate) dags LS o (fraud) JlaslS L) (inputs) claad) Cais
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fraud, ) oallall e JS0 ALY ae G5 a8y 58 A (e Gasthaall Z5all 06 ¢ MUl AL
e S B Gl o(legitimate

Lol 450 8 Ll dpaall LIAN Jauii 4ada < Sigmoid a6 aladiul (o ¢ Jlly
(fraud) dulay) Al llaalS opuadi iy bae V= Glat ) 2 A1 Jigas ab Cus cdac by
-(legitimate) dulul) Al ) 4l

il eVl aadi (binary) deall A Jelis o sa hardlim ol old i)l
S aladinl ey Gl ipiine dad ol Dbl ) AN disadl adlaaiul (Ko Yy i Agll
o el S Cananlly clV laa) alal g dagd AU Canatl) Jilue <Yl 8 hardlim

Model: "sequential”

Layer (type) Qutput Shape Param #
convid (ConviD)  (nons, 29, 32) s
dropout (Dropout) (None, 29, 32) 2
batch_normalizaticen (BatchMe (MNone, 29, 32) 128
convld 1 {ConvlD) (None, 28, 64) 4166
dropout_1 {(Dropout) {None, 28, 64) a
flatten (Flatten) (None, 1792) g
dropout_2 (Dropout) {None, 1792) a

dense (Dense) (Hone, 64) 114752
dropout_3 (Dropout) {None, B&4) a
dense_1 (Dense) {Mone, 1} 65

Total params: 119,261
Trainable params: 119,137
Hon-trainable params: G4

Gaand) alal) g igas (8) JSal
:@_\‘t\.ﬁ\ -
Sl Y ddtaa V1
faa0 Cunn i) AR )8V ulie a3

Gia B pag JLaaVU gaill) TP Ll clulad) oo sle o daaaall clial -
(Jlin) a9ag ares saall) TN Ziall bl of (Slad
s ellyy JaYl sal) FP Ak cilulsd) e sle oo ablall clisa) 0

(o st sas Jlinl | asag ades all) FN ksl bl i (resaa
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TP FP
RENY )
iall S
(791) o)
FN TN
) sl
Sy il
o) (96)

ALY Adghuaa ad (4) JSa)
s [4] Sad Giaa Jlia¥) 050 Laaie Juis¥! cVls (i€ e 5,3 4 3(Sensitivity)duuluall
A (385 dunlaal)

Sensitivity=——— % 100 = ——

= * 100 = 98.875
TP+FN 791+9
FADAR (385 Lo sill) Gaats [9] Aall Cllenl) aa3 e 5y o :(Specificity) e sl

963 %100 = 96.96

96+

ipr s TN
Specmc:lty—m * 100 =
(ALl 335 [4] 48 o
Accuracy=——— M __, 100 = —*° 4100 = 98.66
TP+FN+TN+FP 791+9+96+3

L._u‘)i\]\.

Medel accuracy

—— Tam
398 Validation = -
e
f
296 1
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b=
Fos! |
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Maodel loss

Tein
Validation

Loss

o0 25 50 75 00 125 150 175
Epoch

gisalll el (V1) s
el A8 Jadl ae 0 IS wie caalan 28 A0l o (V)5 () 4) KAl e Al (K
A e A8y o Jy e v e s A 4 000 o Gaaill dad Juadly 98.66 (& Al
P A0l a9 Batch normalization 4us xe 486N dusuasll KA aladia) ) age &l
Opmendy ol Adee g b 20t 3 ) Ll (e sanly 2t cdpmall IS8 Cupn
Gl e Al S 3 agasall Al Jisas e Batch normalization s acwis z3sedl el
Aady U 3 Al (glnad) Cabails Jausial Claa ik e @Al digad w ¢ oulal JSi5 2 35ail
colslanyl sda aladiuls z Al igads clilall Jisad & ag zdsall e e Al clilal)
bugdl Clia g dime A (0 bl 2)AY) e Batch normalization  gulai J
ALl ZIAY) wudat A Gl dang LARD o3 (e aslA) A M) 2l e (gladd) Gl
el e A Lipnall alsall ozl bl Jiss 2 2 (e cglonall Glaily Lanssial
LAY Gl ey yled Y—1
Wy ) el daa s e alaeVl Gl L ikl sae B Jasiud 5 O
gihs dulel Cum aaall V) Catiay agiiy caupail) lily (e L) dalial) cV Il auea (a3
sy (Load o)lidl &) (Y=k) sty Wl i) Gaciay agi Aladl) (ulill Alis dislis 3)ka e @l
Ol palie e e Ble
.Decision Tree )l 5y H
1(7) Joaall il o2l o3 ozl il Gasdlh (S
il olSY) by lsd Gkl il padla (Y) dgt>

Al Sensitivity Specificity Accuracy
CNN 98.875 96.96 98.66
KNN (k=3) 85.5 87.2 85.1
Decision Tree 80.9 78.1 79.6
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- Gl (e e Jalitll Il 7 3 gaill dikat cpe Q) ) Copetl) Al aladid gl v

8y ales g #3sall oy e 220 Qs ) Batch normalization dgs alasiu) s v
s

sy Sllead) (aliasl ) ga5 iy Adladlly dejudls A sal) skl wian v

v

GV ALLYL Al Jew clily W) yéss ) Keras 5 Tensorflow alaaiul sl
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