YOXY (A)asd) (V) Aaall Ligh aghell Al _ Apalall cilaally Gagagll (ushayh drala Alaa

Tartous University Journal for Research and Scientific Studies - engineering Sciences Series Vol. (V) No. (A) 2023

aladiuly LGEL Lalad) LSl aludd) b agul) CGEY agah Cids
R-AODV Jsssis

*oMS (A5 daaa

* % 1
(YPY¥/V 070 B LAl gh L Y YYVY play) fl)

Ouaile O

Lalall LA il Gaagid ) lesad FSY15 AaaY) Clangl) laal e 35 () asaa 32
casngl) 138 CaiSl il alay o siald) st 88 MANET cilSus duaad Tyl . pali JS20 MANET 416
(xSall AODV JoSgig p hlsill sda (g (a9

& ey 2y aales dsas Jh 8 @lldy A<l elal o 2sul) Gl agan 580 Al Gl 1 4
b Aulad saay 4] i Cargy lgwsdt 43N e (R-AODV) ;fall AODV JsS5ig 5 s o ¢(panlea
S il Jang il paloi Gy Lalisy) Janssia slaie) o Cum eo)Bl o iy 3o B psaa oS
el anlass

) Juadl 238 i ca5u) il agaa 5L e Gl R-AODV JS 55 55 & lSlaall il <yl
) bt Ao Cliay Cun casagd) Baaal 8 lgaad ()50 2SS oy )11 el Ay AW Al daally
Ay Ll Jiee af 5b aae slSlaal il cojelal LS L0 4l dea 3 30l (i 4315 97% )
Jgoaly JSG AP 4l e dad Cualln (Sl Sl 8 dell AS Ao jus il a))) aalu
vie Adlad)) g led ang JsSsigy casu) Gl apma AR AZalall LSLO @l dAalidal bl
. ~S2)l AODV <555 ¢AODV bl

Gesbah Aaala — YLy Claslaall L sl5i€5 Auaria 08— YLV Ll iS5 ki o 8 (pae®
Grsbah Aala VL5 Clashaall L sl gi€ i 40— YLtV Ll iS5 Aatin w6 (ieale) Lle cilula®*

147




Yorr (A)amd (V) dlaall Apurigh ashl) Alade _ dpalad) cilufally Gigagll gushah dasls dlas

Tartous University Journal for Research and Scientific Studies - engineering Sciences Series Vol. (v) No. (A) 2023

Detection of Black Hole Attack in MANETS using
R-AODV Protocol

Dr. Mohammad Ali Anbar*
Eng. Marah Issa Knaj**

(Received 17/7/2023 . Accepted 5/10/2023)

o ABSTRACT O

Black Hole Attack is one of the most serious and the most common security attacks
in MANET networks. Due to the importance of MANETS, researchers have tried to find
techniques to discover this attack. One of these techniques is Reverse AODV Protocol.

In this research, the effect of Black Hole Attack on network performance, in the
presence of one attacker then two attackers, has been studied. After that, Reverse AODV
Protocol has been applied to evaluate its effectiveness in detecting the attack and
mitigating its effects. Average Throughput, Packet Delivery Ratio and Routing Overhead
parameters have been used for performance evaluation.

The results of the extensive simulation showed that the Reverse AODV Protocol
reduced the impact of Black Hole Attack, where it presented the best results for Average
Throughput and Packet Delivery Ratio with percentages almost the same before the attack,
where Packet Delivery Ratio reached to 97%, but the Routing Overhead was increased.
The simulation results also showed that the values of Average Throughput and Packet
Delivery Ratio weren’t affected by increasing the speed of nodes in the network, but the
value of Routing Overhead was obviously decreased .

Key Words: MANETSs, Black Hole Attack, AODV, R-AODV.
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