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o ABSTRACT

Smartphones are one of the most prevalent electronics nowadays, and their use is no
longer limited to making calls, but to save personal and health information too, as well as
the user's banking data (which been used in electronic payment operations) . The Android
operating system, which controls more than two-thirds of the global market , and with the
spread of malware - whose activities and objectives vary - and the emergence of new forms
of it constantly , the need to find ways to detect this malwares and limit its effect has
emerged. The methods used in this detection process vary, some of them analyze
applications without running them , by analyzing applications and sequenced code lines ,
for example , and some of them depend on the analysis of collected data from observing
the behavior of these applications in an isolated environment. In this paper, we present
a model that uses a data set made by the Canadian Institute of Cyber Security, named CIC-
InvesAndMal2019, as a data set for training and testing, achieving ( 96.53% ) for
accuracy, ( 96.35% ) for precision and for recall ( 94.37% ) with reducing the number of
used features from (8111 ) to ( 210 ) features.

Key words: Android, Malware detection, Permissions, Feature selection, Extra trees,
Machine learning.
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