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o ABSTRACT O

DNA sequences have been used, for data encryption, acquired from different
sources as from public genetic databases or sequences taken from living organisms via
complex laboratory operations. This study focuses on providing DNA sequences as
encryption keys or for indexing to encrypt either text or images based on deep learning
technique more precisely LSTM networks for generating random DNA sequences by
training the deep learning module on natural DNA sequences which taken from public
genetic databases. The objective of this study is to build a random generator to be used
as an alternative source for DNA sequences taken from genetic databases to be used
later in text and image encryption as encryption keys or for the purpose of text and
image indexing in encryption methods, which use DNA technique. Randomness of the
generated sequences were tested using NIST tests. The generated sequences passed all
randomness tests successfully and proved its effectiveness when applying security
standards on encrypted texts and images.
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