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o ABSTRACT O

The size of cyber- attacks is increasing and their effectiveness is increasing day
by day, especially with the use of the logic of quantum computing (QC), and the
increase in the number of devices connected to the Internet of things (IOT), which
necessitates the search for protection mechanisms that can resist modern attacks, and
can it deal with environments that have limited resources from execution time, the
power needed to work and storage space, which will lead to most encryption
algorithms faltering in securing the necessary protection, and this will result in high
security losses in various aspects of life, hence the need for a mechanism to secure
the necessary protection digital information from those attacks and their devastating
effects.

This paper proposes an integrated security protocol based mainly on the ECC
elliptic curve cryptography algorithm in the digital signature stage, and in the stage
of ensuring the security of the keys used in the Symmetric Encryption Algorithm,
with the aim of ensuring work with quantum computing, and in limited
environments. Resources, because most current encryption algorithms cannot
withstand the workings of quantum computing, hence the focus on the ECC
algorithm, which has distinct capabilities in key space and security margin, and in the
field of speed, in addition to the limited power it needs.

Keywords: document protection, ECC algorithm, AES standard cipher, SHA512, proof
of identity, message integrity, quantum computing resistance, digital
signature , security protocol.

* Lecturer — Department of Software and Information Systems — Faculty of Informatics engineering —
Tishreen University — Syria.
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ke Banlie e Lebeas o001 o € S0 i 13ay e dypudl i

L) ABlally eiliall gl A pu Ll (e 1 LS
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Lelsall & AU Gasll of aas (Test]) 5J<al) & Gl el d8lalls, moliall ads dae)l Ay
S OT e ) @AY il Al aaling @3 Gl e S Ji 80 bit duwlall 4ad) 4l @ ECC
- (3) Jsrallogr8O ol usaall 188 FABANIUAD |4 AU b i (3)UgllIRIL) ¢(xun 732

Securit | Total power of key Total time of key
y Strength generation (mj) generation (ms)
ECC16 | RSA102 | DSA1024 | ECC16 | RSA102 | DSA1024

Symmetric Key-
80 bits

0 4 0 4
16.41 1186.79 | 11330.36 | 23.68 | 2177.21 | 17352.64

diaua e (ghadlly i) delia 4o dpali (e s lIG
o Lle (Test2) (7) JSal) o &lall sy o(6) JSa) A adsill delial Aol o\l Ay
(4) sl 8 Gne s WS cdsn lally Gl 2D A8 ey Al Ll o330 KU el
< 112 = 80 Giial) ¢yl Why LajdU) A8Ually ghailly asil) (ha) Com 1 (4) Jsaad)

Security Strength Key size Process Total time Sign and Verify
Symmetric Key Size ECC RSA/DSA | (ms, mj) ECC RSA DSA
Sin & Verify 68.23 26.77 24.27
80 bits 160 bits 1024 bits
Power 71.49 28.91 31.10

Sin & Verify 86.25 107.33 117.27

112 bits 224 bits 2048 bits
Power 77.54 95.43 88.61

M35 aill e RSA Gyl dala glb <oy 112 L < 80 o (3! (sl Gppunl il Laadls
95.43 mj I 28.91 mj e a3 d8lall (e Lialas %300 iy ol 107.33 ms ) 26.77 ms
%381 4w ¢i117.27 ms 1) 24.27,ms e aill 2y Ll DSA Laaj s 5 %230 4y
Oe 223 el B ECC ey lsa 8 Lty %185 Ay of 88.61 mj Y 31.10 mj (e 28l ol
G 7149 mj e slag A8l e dae) Al dala Gl (26% iy ol 86.26 ms Il 68.23 ms
delial 28Uall o ECC duiylall dala (d <oy 112 40 dysud) Jal o ol ¢8.5% 4y 5 77.54 mj
JshY) znliall ae ST 2555 %23 ) %14 (e dpusity Jil il a3l

bl g A Aoy Aali e tlad)

225 ¢(2) saall 8 mnliall dlall JIpkadU g (w256 Jaa) (1) dsaadl (8 Al il dulyy
ke go 46 66 ) Flidal) Joh A5 pe asas IS8 A5y bl Gliy A3 () zliad ECC Zualsa
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A5 RSA 40y il dala Laiy ¢ 29% Gty (o) (< 128 #like Jaf e 356 85 maays <y 112
Jal (e 356 210 adl) prmays <y 112 ke dal e 406 102 ) 2l Joba 05 ae S J<5

%106 damiy o (< 128 £ lisa
64 -) Ciline Jas ejmsy Rl 2l clipdl By 23 Ge ma (5) dsed

.(256bit
L)) AiaY) il guall WBh g pdill) g R33N e C 3(5) Jaad)
Security Strength Key size Total time(S)- (64 bit) | Total time(S) —(256 bit)
Encrption — Decrption Encrption — Decrption
Symmetric Key Size ECC | RSA/DSA/DH ECC RSA ECC RSA
80 bits 160 bits 1024 bits 8,0784 5.6738 30.8091 19.8772
112 bits 224 bits 2048 bits 16.9188 20.5743 66.0339 102.6153
128 bits 256 bits 3072 bits 22.4466 | 46.6454 85.8446 210.1697
144 bits 384 bits 7680 bits 28.7093 77.9027 | 109.6556 311.6368

g ¥ ECC dmyllay) cilimiadll dpe)yld s 2 lial) Joba a5 aes 4df Laadls 45ty

109 05 ECC daaplsa (b sl (ha) Cum ey 144 Gl Lygu po ) clnall glay iy

dajl) L) 50 Cam (o ECC (35 eaalsl) (ho o RSA Zuaylen b 4l 311 Jilia 4405
cly gy (11) JSall ([9] Gl

RSA-vs-ECC: Total Time RSA-vs-ECC: Total Time
100 350
%0 :mn
% C;_SO
g 60 200
|75) w2 ~
ﬁ 40 ——ECC 50 ——ECC
T -/,/—/ ASA g0 —@=RSA
- 50
0 0
80 112128 144 80 112128 144
Security Bit Level Security Bit Level

64 509256 — JAs pe Al S p8dal Ga) G (11) J8d)
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LT 83ea) of i 13 5 peall mplie JIshl ae el 3018 aaam ECC o dga)ylsall of Laadls
e L) il Algenall 832 13a Lilia ECC Jany Laa clajii oliy clibl) il J8 3allase 48l
Causll aalsd Jie Ladis SSY) i) clVla a5 asaadl dglual) aylsd) @l (890 Aasiaay) eV,
csdel daead Aoy L an iy 1385 gl SSL dailias pe e Bl jaal) malidl jis
Ol ond Lulu) Callsall 45)lias sy Bleal 8 Adbiad) el ey lss ol dilas DA (e
ol hlual jumll Jlae & W AES & dilally el CallSn (3l Lad Aliliie dae) lsn Juadl
Sl lsall g e Sl a (Ol 3 g adgill delsw ) ECC LallaY) sl dua)))sa ol
Misally depud)l o Laliall ae 4aaY) dysadl saly) Chagr Zlidd) sk salyy ) dalall die Ly gAY
6] (DSA, RSA ) alall #liadll iy jlsa aaf 4 i La 1y ASlgiusdl)
Ul oy 83 50me psn g (3385 A 3 8 jea (3 ECDSA fuahhid (pan dlSa) ) 48l
[10] dxlead) Cadisill

Cilyua gilly il

e sliall Al ey s i) JsSsigndl B (sl dal ge ) ECC daalsa plasial o)
5aly) e g il 13y AT Ayl aladinl o 8ye 72 e L Al $Dlgil Jliys (i 91
sl APl A8ally (%27 (35 Ay Gualie adsll dled 2P Gl Wl ¢ aatidl 2l Jsha
Ay (e (ail) 8 AES 3 )l pe padisal) Uikl 505 Alaye & Ll %175 G Ay (pueniins
@AY @l all i 2B 8y ol (& s 35 e Lilay ECC ) lsa slasiul of gl %77
Agsthall A5aY) Appudl 524 Jal e Jshl it ) gling Latie sSim HSY) Grantll 5 ¢ pana e rana
«2u 512 Jshy zlis pe deall ECC daj leall (S Cum dpasasll dpssally ddlatiall Clangll dgalsal
Ll (See e 13y <y 15360 Jshy labide (891 @ilia)ball (e allay 5aY) sl 138 oSy
Loss JaiY) & AES dyjlinall d0j sl Liad (ASAN i)y 3psall 53218 2lsall 5350na) il
ALl Gl e sSall Zyiall JeSsignll 58 e 2S5 la Ga cylsall Bagoaall Gl Jlaw
Bai gl iliae %27 oty 8 iy oLt ifily duasel) alsall jeas 2P a1 Gias e
O G ALl P14 A AN aally Ll Blime %175 Aoty Liag J 48l 35a o Uil i 3 %77
ciraa 72 S aa J8 eplaal) 0l A8l ccanin 91 5l aay U8 mslad) A o)

e Janlly Aallay) cliaia) o ol Ll G CallSS (st Jal e e Jaall (S
Al B 31 Lty dagitall sl plasind (pha s
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