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o ABSTRACT

In network security,there is a continuous detection of electronic attacks that lead to a
destabilised network. Moreover, the increased use of the Internet and the spread of smart
devices have resulted in an escalation of malicious activity in the network. Therefore, it
was necessary to establish strong systems to detect intrusions and anomalies in the network
and work to make this system fight unauthorized access to network resources and thus
secure information. Although many methods have been suggested to detect anomalies in
the network, the quest of attackers to constantly change their behavior makes building a
secure system a challenge in this area. In this research, the effect of feature extraction on
the accuracy of detecting security breaches was studied using neural network technology.
The research focuses on the conduct of multiple experiments, in each experiment using a
characteristic extraction method, and the study of the extent to which detection accuracy is
affected. The mechanism of achieving detectio accuracy has been explained in detail from
the confusion matrix and the neural network,as the experiment was adopted by choosing
the structure of the neural network as a function of the research. The results achieved in the
Matlab environment showed the best method of feature extraction for the database used in
the neural network environment, which is to train the neural network on the set of features
after calculating the correlation coefficient.

Key Words: Security breaches, feature extraction, neural networks, accuracy, attribute
reduction, accuracy matrix
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