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o ABSTRACT

Black Hole Attack is one of the most serious and the most common security
attacks in MANET networks. Due to the importance of MANETS, researchers have
tried to find techniques to discover this attack. One of these techniques is Intrusion
Detection System AODV (IDSAODV).

In this research, the effect of Black Hole Attack on network performance, in
the presence of one attacker then two attackers, has been studied. After that,
IDSAODV (enhanced AODV against Black Hole Attack) has been applied to
evaluate its effectiveness in detecting the attack and mitigating its effects. Average
Throughput, Packet Delivery Ratio and Routing Overhead parameters have been
used for performance evaluation.

The results of the extensive simulation showed that the IDSAODV Protocol
reduced the impact of Black Hole Attack, where it presented the best results for
Average Throughput and Packet Delivery Ratio with percentages reached to 100%,
and Routing Overhead reduced to 1%. The simulation results also showed that the
performance of the IDSAODV Protocol was affected by increasing the speed of
nodes in network.
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