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o ABSTRACT

Deepfake technique is based on replacing the image of a person's face with the
face of another target person, or replacing a person's voice with the voice of another
target person, So that the fake visual or audio clips appear real, In spite of the
importance of this technology, it has great damages represented in allowing the
exploitation of these techniques to create incorrect content that leads to the creation
of security and social problems.

The aim of the research is to present a proposal for a methodology capable of
detecting fake video clips by working on training a set of artificial intelligence
algorithms to extract faces with the highest possible accuracy and then extract the
features of these faces accurately and classify the video clip (real/fake) taking into
account the sequence of incoming data in the segment (time axis).

The research presents a proposed scientific methodology for classifying a video
clip with an explanation of the accuracy of this classification, this methodology
relied on:

v Computer vision through the opencv library to convert a video clip
into a series of images.

v Multitasking convolutional neural network MTCNN for face
extraction.

v ResNeXtCNN-50 (32x4d) network for feature extraction of faces.

v Short-term long-term memory recurrent neural network to give the

final segment classification with prediction accuracy.

Keywords: Deepfake detection, Multitasking convolutional neural network, Residual
network, Computer vision, Artificial intelligence, short-term long-term memory recurrent
neural network.
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