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oABSTRACTO

Ad hoc networks are defined as decentralized, self-organization networks that
contract with each other without an infrastructure. The applications of these networks in
civil and military fields, wireless sensors and intelligent transport systems range to future
applications of Internet of Things. These networks suffer from several challenges because
of the open environment and lack of infrastructure. Attacks on the network are one of the
most serious challenges facing these networks, including the jamming attack that makes
the network unavailable to users in the network.

In this research, we present an algorithm to determine the location of jamming,
which we called 3D Barycentric Jamming localization(BJL), the algorithm depends on
calculating the percentage of jamming on the nodes and taking them as weights, then
determining the convex hulls that includes the jammed nodes and calculating the
Barycentric of the convex that we identified at the expected location of the attacker. We
used the NS 3 simulator to construct simulation scenarios, study the algorithm used, and
compare it with reference studies. The simulation results showed that the proposed
algorithm offers higher performance than the reference algorithms in terms of positioning
accuracy in the case of a fixed or mobile attacker, as well as in the case of multiple
attackers. It also deals with the 3D environment.
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