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o ABSTRACT o

The DDOS is one of the most dangerous attacks that face networks, whether these
networks are local such as LAN networks or internet networks. The danger of this attack
increased very much especially after the concept “cloud computing” appeared and 10T.
Many ways are depended to reduce and detect of DDOS, and this because of enormous
financial loss that attack caused to services providers. The most important ways in the
factitious, intelligence algorithm such as genetic algorithm and neuron networks that works
on detect known pattern of attacks. In addition to congestion control methodology that
aims to keep server’s availability much time, avoid the overload server. The suggested
algorithm is the genetic algorithm, which is dependent on congestion control methodology
to mitigate DDOS. This practical study is from cloudsim and these results were compared
with those of the previous studies.
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cloudletlistl =new ArraylList<Cloudlet>

long cloudletLengthl = 4@8868;

int pesNumberl =1 ;

long cloudletFileSizel = 188;

long cloudletOutputSizel = 166@;

UtilizationModelFull utilizel = new UtilizationModelFull();

Cloudlet clUl = new Cloudlet(l, cloudletlLengthl, pesNumberl, cloudletFileSizel, cloudletOutputSizel, utilizel
clUl. setUserId(brokerIdl);

clUl.setVmId(1);

cloudletlistl.add(clUl);

brokerl.submitCloudletlist(cloudletlistl);

palgall pssioal) Gl £(5) J

long cloudletlength2 = 1860;

int peshumber2 = 1 ;

long cloudletFileSize? = 16@;

long cloudletOutputSize2 = 168;

UtilizationModelFull utilize2 = new UtilizationModelFull();
Cloudlet clu2 = new Cloudlet(2, cloudletlLength2, pesNumber2, cloudletFileSize2, cloudletOutputSize2, utilize2
clU2, setSubmissionTime(@.1);
cluz2. setUserId(brokerIdl);
clu2, setvmId(1);
cloudletlistl.add(clU2);
brokerl.submitCloudletList(cloudletlistl);

) ariuall call 1(6)Js
.CloudSim Slaall e clldy calla (S ana e e Cloudlet Length = (6) 5 (5) oSl ¢

QUTETT
Cloudlet I0  3TATUS  Data center I VM ID Exec Time Jtart Time  Finish Time
1 JUCCESS 3 1 400 400.1 B00.1
3 JUCCESS 3 1 10 B00.1 B10.1

BOILD JUCCES3EUL (total time: 0 seconds)
Cadiieaal] (ha Bl cilthal] 35 1 (7) S

520 3kl a0 25 Ty s B00S oy (pey Lkl eyl aadiiasall of £(7) IS (e aadls
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WT=ST-ET (6)

e ST: Submission Time 5 aasdiusdly aladl sl o) WT: Waiting Time of cas
caddieally Galall L)

il Galdll Aalledl o0y ET: Execution Time
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cloudlet users
cloudletlist5s = new Arraylist<Cloudlet»

0;
long cloudletlengths = 3@2888;

int pesNumbers = 1 ;

long cloudletFileSize5 = 18@;

long cloudletOutputSizes = 188;

UtilizationModelFull utilize5 = pew UtilizationModelFull();

for (int cloudletIds = 8; cloudletIdS < 18; cloudletId5++){

Cloudlet c15 = new Cloudlet(cloudletIdS, cloudletlengthS, pesNumberS, cloudletFileSizes
cl5.setUserId(brokerIds);

cl5.setVmId(5);

cloudletlist5.add(cl5);

}
brokers.submitCloudletlist(cloudletlist5);

Iiearameter for userf attackeﬁl
cloudletlistd = new ArraylList<Cloudlet>
();
long cloudletlengthé = 88888;
int peshumbert = 1 ;
long cloudletFileSized = 188;
long cloudletOutputSize6 = 188;
UtilizationModelFull utilize6 = new UtilizationModelFull();
for (int cloudletIdé = @; cloudletIdé < 68; cloudletIdb++){
Cloudlet c16 = new Cloudlet(cloudletIdé, cloudletlength6, pesNumbers, cloudletFileSize
cl6.setUserId{brokerIds);
cl6.setVmId(6);
cloudletlist6.add(cle);
}

- 635 cpardial) aldb :(10)Jsdd

Gk J8 (peadiase 10 Jal (e clldy dpalpd) A IS Galad) danl e 1o (11) JSE e W i
HAajiall dge))lsall
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