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Curvature indicates highest RF energy is at the

5-MHz separation between center center point of each channel and that it
frequencies of successive channels dissipates towards the edges of the channel

No overiap between

channels 1, 6 and 11
g—MH'z
CH.1 Ch.6 Ch.11
1 1 T 1 1 1 1 I
2400 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2483
[e—— 22-MHz

Channel width

2.4 GHZ L) Aual) (17-2) Jsa

:IEEE 802.11a Juasy) jlea

G ol bl 505l Guts (IEEE 802.11b [l 3 Jad) a0 LS Lol Sladll 13 podiy
B p A addins ¢ G e 5 03l Aaia e IEEE 802,118 Jlall derys Lol jledl)
OSars Al Liae 54 Jalas bl Sl (gpend Ao pus g5l o 5)38) 4lans Laa OFDM bl 2353
G b 659 (12 <18 24 36 48 ) bl & dejud Cafiall JLaaY) alasiul e pudl o3a muiss

Aalal il L1y Agl)
(< [EEE 802.11b jlall aiis (53 aulgll LinVl 13a lag s IEEE 802.118 Sledll gl ol
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54 in Joa Sl Sl (gpaad Aoy £5ls (30 48y Laa OFDM a5 IEEE 802.11a jlsall i sadinall
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802.11b /g |
BEFGS sLall a8, SR A | suall a8,
(GHz 3 a4 (GHz > »4e)
2.447 8 2.412 1
2.452 9 B - I
2.457 10 2.422 3
2.462 11 2.427 | 4
2467 12 2432 | 5
2472 | 13 | -4 6 I
2.484 14 2.442 7
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Route ludl 4lua dlayey Data Forwarding «ililall Jlsyl 4lsy.5 Route Discovery Ll

.Maintenance

oo dandly fag Cum (gl saie g Jlal ol sael) £ lad Lavie L) GLESS) Ala s 4 sil) Lobee fas
Laxic s «Data Forwarding culilul) Jlu ) Al e fas Uag Cargl) sai jluse slagl i Lavie Jlail Tang ¢ 5l
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Agasll ol daa luse
Route Maintenance (RIV)
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Broken Routes % /
Reported

Broken Routes
Detected

// \ // \“ //' \

| Start ——{ RD | ( DF |

\_// \*-.,_.f ] 7/

Route Discovery Data Forwarding
(RD) (DF)
Routes Established
MANETS ciSud b 4magill ddas Jala (18-2) JSil

Sic aati Lavie dlajall 038 (3llaty ¢ jldl) CLES) Alaje b 4ansil dlee 3 I Alajal) o LS LS
«destination node Al sae ) Jlail cLisl source node sl (gaa) e Laxie 5 4<eall ) W
‘; L] ﬂ_\ﬂa ul.u) u d\)\a e «ﬂhj ud@\ 3l L:JE )Lum J\A.t_\g ‘)\‘9;1\ u.a;.&'.'u )J.\.a.d\ Bec ejﬁ dua
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| | (D) The destination node
e \ () An intermediate node
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route reply ) 4l callal oy Aly Jl) IR (e @lldy lual) LK) Uaje eletlh D Cangll 335c o 08
L(17-2) JSall i gunse s LS (packet RREP

RREP - - . »

' I W { I ) (S) The sourcenode
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T — (I) An intermediate node
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oLiil Sall g Y Cua A e )l A dlee (B Bl e ai eY) 138 S S S8 RSN §
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Source routing

Hop-by-hop routing
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ld glaa Chaain ddal) (Y Al K dulic
$sd IS

Aall 2o e 3 Sl Gl 4 laglal il
‘ssduau}hdh«.m\uam).\&ﬂ\ ‘).\.\Sl\é\.k.u)“

Js 4 51l il gl das g 338 (S Jading 0 g
O Ll 48 jra Lgie allaly Le 130 5 Jlad jluse S
sl e el Jus)l ook

DSR JsSgisull lasees
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o ity 5]V asliall e o Ghlial e 2o AN s e sadies NS5 5 Lgalans
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Zone Routing Protocol (ZRP), Zone-based Hierarchical : i 5l Laa Wyl y cclibuall 330311
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Simulation Properties Values
Antenna Model Omni Antenna
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Node Distribution Random
MAC Type IEEE 802.11 (2.4 GHZ)
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Application Traffic CBR
Topology 1186 X 584
Channel Type Wireless Channel
No of Mobile Nodes 15-25-35-45-55
CBR Packet Size 1500 Byte
Routing Protocol AODV
Time Of Simulation 100 Seconds
NS Version NS — all-in-one — 2.35
Traffic Pattern CBR Sessions
Pause Time 1second
No Of Black hole Nodes 0-1-2-3-4-5
Maximum Speed Of Nodes 40 m/sec
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A0 Liaglgasha ciedl TCH Aaky GigiSall (Gpamaall Jlajll (A Gale 1-6

# This script is created by NSG2 betal
# <http://wushoupong.googlepages.com/nsg>

fmmmm—m—m—m——————m————————————m———ae
# Simulation parameters setup
fmmmm—m—m—m———————————————m———m———ae

set val (chan) Channel/WirelessChannel ;# channel type
set val (prop) Propagation/TwoRayGround ;# radio-
propagation model

set val(netif) Phy/WirelessPhy ;# network
interface type

set val (mac) Mac/802 11 ;# MAC type

set val (ifq) Queue/DropTail/PriQueue ;# interface
queue type

set val(ll) LL ;# link layer
type

set val (ant) Antenna/OmniAntenna ;# antenna model
set val(ifglen) 50 ;# max packet in
ifg

set val (nn) 55 ;# number of
mobilenodes

set val (rp) BAODV ;# routing
protocol

set val (x) 1186 ;# X dimension of
topography

set val (y) 584 ;# Y dimension of
topography

set val (stop) 100.0 ;# time of
simulation end

set val(tl) 0.0 ;

set val(t2) 0.0 ;
T S

# Initialization
T S

#Create a ns simulator
set ns [new Simulator]

#Setup topography object

set topo [new Topographyl]
Stopo load flatgrid Sval(x) Sval(y)
create-god Sval (nn)

#Open the NS trace file

set tracefile [open out.tr w]
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Sns trace-all Stracefile

#Open the NAM trace file

set namfile [open out.nam w]

Sns namtrace-all Snamfile

Sns namtrace-all-wireless Snamfile Sval(x) Sval(y)
set chan [new Sval(chan)];#Create wireless channel

Ty

# Mobile node parameter setup

e ——

Sns node-config -—-adhocRouting S$val(rp) \
-11Type Sval (11) \
-macType Sval (mac) \
-ifgqType Sval (ifg) \
-ifgLen Sval (ifglen) \
-antType Sval (ant) \
-propType Sval(prop) \
-phyType Sval (netif) \
-channel Schan \
-topoInstance Stopo \
-agentTrace ON \
-routerTrace ON \
-macTrace ON \
-movementTrace ON

bmm—mm—m—m e

# Generate movement

}o=—=—==============================

Sns at 0 " $n6 setdest 1086 453 40 "
Sns at 10 " $nl8 setdest 877 39 40 "
Sns at 20 " $nl8 setdest 500 117 40 "
Sns at 60 " $nl8 setdest 400 100 40 "
Sns at 60 " $nl8 setdest 340 430 40 "
Sns at 40 " $n6 setdest 400 500 40 "
Sns at 10 " $nl5 setdest 650 470 40 "
Sns at 10 " $nb setdest 550 220 40 "

#malicoius node attackers

Sns at 0.0 "[$n6 set ragent ] hacker"
Sns at 0.0 "[$n8 set ragent ] hacker"
sns at 0.0 "[$n20 set ragent ] hacker"

f===================================
# Agents Definition
f===================================
f===================================
# Applications Definition
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#Setup a UDP connection

set udpO0 [new Agent/UDP]

Sns attach-agent $Sn2l SudpO

set nulll [new Agent/Null]

Sns attach-agent $nl8 Snulll

Sns connect Sudp0 S$nulll

Sudp0 set packetSize 1500

#Setup a CBR Application over UDP connection
set cbr0 [new Application/Traffic/CBR]
Scbr0 attach-agent Sudp0

Scbr0 set packetSize 1500

Scbr0 set rate “Mb

Scbr0 set random null

Sns at 1.0 "$cbr0 start"

Sns at 20.0 "$cbr0 stop"

#Setup a UDP connection

set udpl [new Agent/UDP]

Sns attach-agent $Snl4 Sudpl
set null2 [new Agent/Null]
Sns attach-agent $nl8 Snull?2
Sns connect Sudpl Snulll
Sudpl set packetSize 1500

#Setup a CBR Application over UDP connection
set cbrl [new Application/Traffic/CBR]

Scbrl attach-agent Sudpl

Scbrl set packetSize 1500

Scbrl set rate “Mb

Scbrl set random null

Sns at 20.0 "$cbrl start"

Sns at 40.0 "$cbrl stop"

#Setup a UDP connection

set udp3 [new Agent/UDP]

Sns attach-agent $n22 Sudp3
set null3 [new Agent/Null]
Sns attach-agent $nl8 S$null3
Sns connect Sudp3 S$nulll
Sudp3 set packetSize 1500

#Setup a CBR Application over UDP connection
set cbr4 [new Application/Traffic/CBR]

Scbr4 attach-agent Sudp4

Scbr4 set packetSize 1500

Scbr4 set rate ZMb
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Scbr4 set random null

Sns at 60.0 "$cbr4d start"
Sns at 80.0 "$cbrd stop"

set udp5 [new Agent/UDP]

Sns attach-agent $nl6 Sudpb
set null5 [new Agent/Null]
Sns attach-agent $nl8 S$nullb
Sns connect Sudpb5 $nullb
Sudp5 set packetSize 1500

#Setup a CBR Application over UDP connection
set cbr5 [new Application/Traffic/CBR]

Scbr5 attach-agent Sudpb

Scbrb5 set packetSize 1500

Scbr5 set rate 2Mb

Scbr5 set random null

Sns at 80.0 "$cbr5 start"

Sns at 100.0 "$cbr5 stop"

#Define a 'finish' procedure
proc finish {} {
global ns tracefile namfile
sns flush-trace
close Stracefile
close Snamfile
exec perl throughput.pl out.tr 18 2 > thp3.tr
exec xgraph thp3.tr
exec awk -f avgStats.awk src=8 dst=18 flow=1l pkt=1500
out.tr > avgTCP.out
exec nam out.nam &
exit 0

for {set i1 0} {$1 < Sval(nn) } { incr i } {
Sns at Sval(stop) "\$n$i reset"

Sns at Sval (stop) "$ns nam-end-wireless $val (stop)"
sns at Sval(stop) "finish"

Sns at Sval(stop) "puts \"done\" ; $ns halt"

Sns run
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AODV: :command(intargc, const char*const* argv) ({
if(argc == 2) {
Tcl&tcl = Tcl::instance();

if(strncasecmp (argv[1l], "id", 2) == 0) {
tcl.resultf("%d", index);
return TCL OK;
}
if(strcmp(argv[l], "blackholel™) == 0) {
maliciousl= index;
printf("malicious %d", maliciousl);
return TCL OK;
}
if(strcmp(argv[l], "blackhole2™) == 0) {
malicious2=index;
printf("malicious %d",
malicious?2) ;
return TCL OK;
}
if(strcmp(argv[l], "blackhole3") == 0) {
malicious3= index;
printf("malicious %d", malicious3);
return TCL OK;
}

AODV::AODV (nsaddr_t id) : Agent(PT AODV),
btimer (this), htimer(this), ntimer(this),
rtimer (this), lrtimer(this), rqueue() {

index = id;
segqno = 2;
bid = 1;

LIST INIT (&nbhead);
LIST INIT(&bihead);

maliciousl= ;
malicious?2= ;
malicious3= ;

//add in receive route request
if (rg->rg dst == index) {
#ifdef DEBUG

fprintf (stderr, "%d - %s: destination sending reply\n",
index,  FUNCTION );
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#endif // DEBUG

// Just to be safe, I use the max. Somebody may have

// incremented the dstseqno.
seqno = max(seqno, rg->rqg dst seqno)+l;
if (segno%?) seqgno++;

sendReply (rg->rg src, // IP Destination
1, // Hop Count
index, // Dest IP Address
segno, // Dest Sequence Num
MY ROUTE TIMEOUT, // Lifetime
rg->rg timestamp) ; // timestamp

Packet::free(p);

}
//blackhole attackers

else if(index==maliciousl)

{
seqno = max(segqno, rg->rq dst seqgno)+l;
if (segno%?) seqgno++;

sendReply(rg->rqg src, // IP Destination
1, // Hop Count
rg->rq dst,
seqno,
MY ROUTE TIMEOUT,
rg->rg timestamp) ; // timestamp

//rt->pc_insert (rt0->rt nexthop) ;
Packet::free(p);
}
else if(index==malicious?2)
{
seqno = max (segno, rq—>rq_dst_seqno)+1;
if (segno%?”) seqgno++;

sendReply (rg->rqg src, // IP Destination
Ly // Hop Count
rg->rq dst,
seqno,
MY ROUTE TIMEOUT,
rg->rqg_timestamp) ; // timestamp

//rt->pc _insert (rt0->rt nexthop);
Packet::free(p);
}
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else if(index==malicious3)

{
seqno = max(segno, rg->rqg dst seqgno)+l;
if (segno%2) seqgno++;

sendReply (rg->rqg src, // IP Destination
Ly // Hop Count
rg->rq dst,
seqno,
MY ROUTE TIMEOUT,
rg->rg timestamp) ; // timestamp

//rt->pc insert (rt0->rt nexthop);
Packet::free(p);

}

// add in route resolve function (AODV::rt resolve (Packet
*p) )
else {
Packet *rerr = Packet::alloc();
structhdr aodv_error *re = HDR AODV ERROR(rerr);
/%
* For now, drop the packet and send error upstream.
* Now the route errors are broadcast to upstream
* neighbors - Mahesh 09/11/99
*/

assert (rt->rt flags == RTF DOWN) ;

re->DestCount = 0;

re->unreachable dst[re->DestCount] = rt->rt dst;
re->unreachable dst seqgno[re->DestCount] = rt->rt seqno;
re->DestCount += 1;

#ifdef DEBUG

fprintf(stderr, "%s: sending RERR...\n",  FUNCTION_ );
#endif

if((index==maliciousl) || (index==malicious?2) ||
(index==malicious3)) ;

else

sendError (rerr, false);

drop(p, DROP _RTR NO ROUTE) ;
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:Throughput Laliy) Glua e

# type: perl throughput.pl <trace file> <required node>
<granlarity> > output file
$Sinfile=SARGV[O0];
Stonode=SARGVI[1];
Sgranularity=$SARGV[2];
#we compute how many bytes were transmitted during time
interval specified
#by granularity parameter in seconds
Ssum=0;
Sclock=0;

open (DATA,"<$infile")

|| die "Can't open $infile $!";

while (<DATA>) {
@x = split(' '");
#column 1 is time
if ($x[1l]-Sclock <= Sgranularity)
{
#checking if the event corresponds to a reception
if (5x[0] eq 'r'")
{
#checking if the destination corresponds to arg 1
#checking if the packet type is TCP
if (S5x[6] eq 'udp')
{
Ssum=Ssum+5x[7];
}1}
else
{ Sthroughput=$sum/$granularity;
print STDOUT "$x[1] $throughput\n";
Sclock=Sclock+$granularity; Ssum=0;
}}
Sthroughput=$sum/$Sgranularity;
print STDOUT "$x[1] $sum $throughput\n";
Sclock=S$clock+Sgranularity;
Ssum=0;
close DATA;
#Average Throughput
Savr= Ssum/50;
print STDOUT "Savr \n";
exit (0) ;
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#fwe compute how many bytes were transmitted during time
interval specified
#by granularity parameter in seconds
Sinfile=SARGVIO0];
$dnode=S$SARGV[1];
Sscount=0;
Srcount=0;
Spdr=0;
Sclock=0;
open (DATA,"<$infile")
|| die "Can't open S$infile $!";
while (<DATA>) {
@x = split(' '");

fcolumn 1 is time

#checking if the event corresponds to a reception
if (5x[0] eq 's'")

{

if (Sx[3] eq "MAC')

{

#checking if the destination corresponds to arg 1
if ((5x[10] eq Sdnode) )

{

#checking if the packet type is TCP

if (5x[6] eq 'cbr'")

{ Sscount=$scount+l;

}r}}

if (5<[0] eq 'r')

{

if (5x[3] eq 'MAC')
{

#checking if the destination corresponds to arg 1
if ($x[10] eq $dnode) #change according to your destination
node
{
#checking if the packet type is TCP
if (sx[6] eq 'cbr')
{ Srcount=$Srcount+l;
}11}}

Spdr=S$Srcount/$scount;

print STDOUT "PDR Spdr \n scount $scount rcount
Srcount\n";

Srcount=0;

close DATA;

exit (0);
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BEGIN({
recvdSize =0
startTime =leb6
stopTime =0
for (i in send{ )
send[i] = 0
}
for (i in recv{ )
recv[i] = O
}
delay = avg delay = num
} o
# Trace line format: normal
#if ($2 = "-—t{ )"
#fevent = $S1
#time = $2
#if (event ==
#1if (event ==
#flow id = $8
#pkt id = $12
}o#
# Trace line format: new
if (52 == vor( )"
# field parameters of normal trace
event = $1; #; Event : r , s , 4, £
time = $3; #; Time : send time , receive time ,
drop time
node = $5; #; Node : source node , receive node
trace type = 519; #; Trace type MAC trace
pkt id = $S41; #; Event ID : Frame sequence number
for total flows
pkt type = $35; #; Packet type : RTS , CTS , Data =
cbr , ACK
flow id = $39;
pkt size = $37; #; Packet size (unit : bytes )
aodv_type = $61; #; AODV type (Request,Reply,ERROR)

I
o

"+"
"r"

event == "-") node id = $3
event == "d") node id $4

}

# Store Request packets send time

if (flow id == 0 && event == "s" && pkt type == "cbr)"
{

if(time < startTime)

startTime =time;

send[pkt id] = time

printf ("sendPacket[%g] = %g\n",pkt id , time)
}

# Store Reply packets arrival time
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if (flow id == 0 && event == "r" && pkt type == "cbr)"
{if (time > stopTime)

stopTime=time;

# store packet's reception time

recv[pkt id] = time
printf ("RecvPacket [3g] = %g\n",pkt id , time)
printf("\t\trecv([%g] = %g --> delay[%g]

=%g\n",pkt id,time,pkt id,recv[pkt id]-send[pkt id)]
print time," ",recv[pkt id]-send[pkt id] >

"delay graphl5.tr "

# delay+=recv[pkt id]-send[pkt id]

# print delay

# num; ++

}

}
END {

# Compute average delay
for (i in recv{ )

if (send[i] == 0{ )
printf("\nError %g\n",1i)

}

delay += recv[i] - send[i]
num++

}

# Compute average delay
print num

if (num '= 0{ )

avg delay = delay / num
} else{

avg delay = 0

}

printf("%15s: %d\n" ,"startTime" ,startTime;)
printf("%15s: d\n" ,"stopTime" ,stopTime;)
printf("s15s: Sg\n" ,"avgbelay[ms]" ,avg_delay;)
}
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ABSTRACT

MANETS are considered a very important wireless communication system that provides
continuous services to transfer data with high efficiency in environments where there is no
presence of any infrastructure (the same as destroyed infrastructure such as military
networks) due to the dynamism that the nodes enjoy through establishing direct
communications, and quickly adapting to the loss of any node In the network, Therefore,
these networks are always subject to security challenges due to the limited physical security
imposed by the nature and working conditions of this type of networks, there is a lot of
research examining the effect of a single black hole attack on the AODV interactive routing
protocol in networks with variable contract density.

The DOS attack was applied to MANET networks, where the effect of the black hole attack
In both single and cooperative types was studied on the performance of the AODV reactive
routing protocol in MANET networks within multiple scenarios for a variety of work
environments in terms of network density, node traffic and number of attackers.

Keywords:

Ad-Hoc, MANETs (Mobile Ad-Hoc Networks), Black Hole Attack, Protocol (AODV),
Reactive Protocols.
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