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oABSTRACT O

A malicious URL is a web address that leads users to malicious content.
Malicious URLs are usually designed to trick users into opening sites that contain
malicious and malicious programs that put their data and devices at risk. There are
many attacks that can be exploited using malicious URLS, such as phishing attacks,
malware attacks, and many other attacks that deceive users online. Hence, the great
importance of detecting malicious URLs in order to maintain users' privacy and
prevent their exploitation. With the great development witnessed by the world in
artificial intelligence systems, exploiting the great ability of machine learning
techniques to analyze and discover patterns within malicious URLs has become
crucial to enhance the ability to detect and respond to threats in a timely and effective
manner. In response to these requirements, the research aims to exploit the powerful
analytical capabilities of machine learning and employ them in the process of
analyzing URLs and improving the accuracy and efficiency of malicious URL
detection systems, which in turn enhances the ability of these systems against cyber
threats. The proposed model was designed using a multi-layer artificial neural
network of the Multi-Layers Perceptron type, which is a supervised deep learning
algorithm that allows the model to learn complex patterns and representations in
data. The model was trained on a dataset containing 651,191 URLs classified into
(Benign, Defacement, Malware, Phishing). The proposed model achieved a
classification accuracy of (93%), outperforming the Decision Tree (82%), Random
Forest (82%), Logistic Regression (80%) and SVM (80%) algorithms. The research
results reveal that the application of machine learning significantly enhances the
detection of malicious URLs. Through an in-depth analysis of various features, the
study demonstrates the effectiveness of the proposed model in classifying malicious
and benign URLSs. The originality of this research lies in the innovative design of our
proposed neural network that includes four dense layers and feature engineering,
which included extracting features from abstract URLs and addressing the imbalance
in the dataset using the SMOTE method, and then performing the feature
standardization process, which is a technique used in data preprocessing where the
features are rescaled to have the characteristics of a standard normal distribution with
a mean (0) and a standard deviation (1).
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