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o ABSTRACT o

Big data is one of the most important areas of technology. Any complex, diverse, and
large volume of data that traditional processing applications cannot process is called big data.
As its size increases, cloud systems have become important for storing it, as traditional tools
have failed to store this type of data. However, it remains vulnerable to hackers if it is stored
without encryption.

Therefore, encryption is one of the methods adopted to protect data. In this research,
(the AES symmetric encryption algorithm, the RSA asymmetric encryption algorithm, and
the CPABE access control algorithm) were combined to obtain a hybrid algorithm, then the
hybrid algorithm was applied to a set of huge data with the aim of evaluating the performance
of the hybrid algorithm. And its effectiveness in encrypting huge data. The practical results
showed the effect of the proposed hybrid algorithm on encryption time, decryption time, and
throughput. The results were also compared with the BigCrypto algorithm resulting from
merging the (RSA and AES) algorithms. The results showed an improvement in encryption
time, decryption time, and throughput rate.

The proposed algorithm was applied to several files of sizes (1GB, 1.5 GB, 2GB,
3GB). For a file of size 2GB, we obtained the encryption time and decryption time,
respectively, (28.24, 25.34) min. However, when applying the BigCrypto algorithm to the
same previous data The encryption time and decryption time were (40.73, 35.69) min
respectively.
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decryption throughput
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